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Transforming Service Delivery using Mobile TechnologyTransforming Service Delivery using Mobile Technology

Public services centred on citizens and businesses:
Increasing accessibility of services outside of the office to enable
the delivery of services in the field. Allowing service professionals to spend 
more time with clients.

Organisations sharing services and systems:                     
Enabling more effective partnership working with other agencies. Allowing 
faster access to information for themselves and to provide to clients.

Professional delivery: 
Delivering and collating information at the point of need to enable improved 
decision making and complete the service delivery with the minimum 
number  of interactions.
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Effective use of Mobile technology is a journey not a destination:
• Identify first phase deliverables and focus on delivery.
• Include the users, consult on requirements, develop, pilot and gather feedback.
• Learn and refine the process for subsequent phased deliverables (functionality).

Identify the success criteria:
• Measure current Processes and identify possible cashable savings.
• Measure current Efficiency and identify possible gains.
• Measure current Service and identify possible improvements.
• Identify and Measure Mobility’s contribution to flexible working objectives.
• All of the above should contribute to the Business case and ROI model.



Mobile technology can deliver:
• Improved data collection and access to data.
• Improved service delivery to the customer.
• Mobile data; which initiates a process it does not conclude a service.

To maximise mobile technology effectiveness consider:
• Business process re-engineering.
• The impact on working practises. 
• Information process flow, subsequent work generation.
• Individual behavioural changes.
• Organisational communication channels.
• Customers differing requirements both internally and externally.
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Secure Access and Managing Mobile DevicesSecure Access and Managing Mobile Devices

A secure system has many attributes:

• Confidentiality  Does the system keep data secret?
• Integrity  Can data be changed or tampered with in any way?
• Authentication  Does the system know who is performing operations?
• Authorization  Is the person allowed to perform the operation?
• Availability  Can it perform services when called upon?
• Reliability  Can it cope with sub-system failures?
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• Encrypt local data at rest on the mobile device.

• Enforce access controls for downloaded data and applications.

• Ensure mobile management systems enforce reasonable security 
policies.

• Ensure password protection is turned on.

• Promote user education.

• Make security virtually transparent to the end user.

•• Jack Gold | Computer World | 2007Jack Gold | Computer World | 2007



� Standards Based - AES, Java, S/MIME, PGP, TLS
� Transport and Local Data Encryption

� Robust Application Development Support

� IT Management and Administration Tools

� Centralized Device Management
� More than 320 IT Policies For 

Administrators

� Remote Lock / Wipe Capabilities

� Multiple Authentication Mechanisms
� Built-In Device Firewall

� Detailed Logging Capabilities

� Tools To Enable Regulatory Compliance
� Service Reliability & Availability 

� Security Certification And Assurance

� Security is more than “just encryption”!

The pieces to the security puzzle for the customer are:
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BlackBerry Enterprise Service: Message Flow
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United Kingdom
CAPS Approved
by CESG

United States
FIPS 140-2 Validated
by NIST/CSE

Canada
FIPS 140-2 by 
NIST/CSE

Australia
Approved by DSD

New Zealand
Approved by GCSB

Canada
EAL-2+ Common 
Criteria

Netherlands
Approval by DTO

Existing In Progress

Austria
Aproved by A-SIT

NATO
Approved For 
NATO 
RESTRICTED
Communications

Germany
Full Security Assessment
by Fraunhofer SIT

United States
Using Coverity tool for 
automated source code 
analysis
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Needs
• Immediate access to the latest patient records, 
whether on-site or out on call.
• Respond rapidly to donor alerts that usually come 
without warning, often while intended recipient is 
being treated as an out-patient.

Solution
BlackBerry Handheld, BlackBerry Enterprise Server, 
MDS, In-house development.

Benefits
� Service improvement to transplant patients.
� Mobile data access delivers greater efficiencies.
� Single mobile device for data and voice.
� Simple to administer, low training requirement.

“ Previously anything the 
consultants couldn’t 
physically carry wasn’t 
available outside the 
hospital. Now, if they need 
a file they simply read it on 
their BlackBerry”



Needs
• Capture and submit accounts and statements from 
victims and perpetrators of domestic violence.
• Cross reference with police reports to make                    
informed decisions on the case in real time.

Solution
BlackBerry Handhelds, BlackBerry Enterprise Server 
MDS, In-house development.

Benefits
� Timely engagement with other departmental services.
� File accurate real time data to drive informed decision 
making.
� Discreet device, improved worker safety.
� Simple deployment and minimal training.

“ In ICT we could see that 
BlackBerry was the 
perfect mobile platform 
for many of our most 
valuable online 
services”





Utilising new Technology and ServicesUtilising new Technology and Services

New technologies
• GPS 
• WiFi
• Multimedia
• Ascendent Systems
• BlackBerry Accessories

BlackBerry Services
• BlackBerry Technical Support
• BlackBerry Education Services
• BlackBerry Professional Services
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